IHamsaTka 1is o0yyawmuxcsa 00 HHGOPMANMOHHON 0€30MACHOCTH JAeTeH

HEJIb34

1. Bcem moapsin cooOmiath CBOIO 4acTHYIO HH(MpopManuio (HacTosimue uMs, pamiinio, TeaedoH, aapec, HoMep
IIKOJIBI, a Takke ororpaduu cBoU, CBOCH CEMBbH H Jpy3eii);

2. OTKpbIBaTh BIOXKEHHBIE (hallyIbl 3JIEKTPOHHON MOYTHI, KOT'JIa HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuTh, NIpUAMpPATHCS, OKa3bIBATh AABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpeCcCUBHO;
4. He pacniopspkaiicst JeHbraMu TBOCH CeMbH 0€3 pa3pelieHns CTapIInX - BCeTAa CIpalinBail poauTeIIeH;

5. He Berpeuaiics ¢ VIHTepHET-3HAaKOMBIMH B PEAJIbHOM JKM3HU - IIOCOBETYMCS CO B3POCIBIM, KOTOPOMY
J0BEPSACIID.

OCTOPOXHO

1. He Bce mumyT npaBny. Uutaems o cede Henpasay B MHTepHETE - 0001 00 3TOM CBOUM POAMUTEINISAM WU
OTIEKYHaM;

2. IlpurnamarioT NepenuchiBaThCsl, UTPAaTh, 0OMEHUBATHCS - IPOBEPb, HET JIM MOIBOXA;
3. He3akonHoe konupoBanue (Qaiios B IHTEpHETE - BOPOBCTBO;
4. Becerna paccka3biBaid B3pOCIbIM O TTpoOIeMax B CETH - OHU BCET/1a IIOMOTYT;

5. Ucnonb3yit HaCTpoMKM 0€30MacCHOCTH M NMPUBATHOCTH, YTOOBI HE MOTEPSATh CBOM AKKAYHTHI B COLICETSAX U
JIpyrux mopTanax.

MOKHO

1. YBaxaii 1pyrux nojb30BaTeseH;

2. [Tonb3yenibest MTHTEpHET-UCTOYHUKOM - I€JIail CChUIKY Ha HEro;

3. OTKpBbIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maTbcs 3a MOMOIIBIO B3POCIIBIM - POIUTENH, ONIEKYHBI U aIMUHUCTPALINS CAHTOB BCETIa IIOMOTYT;

5. IIpoitnu o6yuenue Ha caiite "CeTeBUUYOK" M MOTYUH NMACOPT MUPPOBOTO rpakIaHuHA!
KoMnbroTepHbie BUPYCHI

KoMmnbloTepHbIi BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOTPaMM, OTIMYUTEIbHON OCOOEHHOCTHIO
KOTOpOM SBJIIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B J0mosiHeHne K 3TOMy, BUPYCBhl MOTYT IOBPEIUTH WIH
MOJTHOCTBIO YHUUYTOXKUTH BCE (ailfibl U JaHHBIE, MMOJKOHTPOJIBHBIE MOJIH30BATEN0, OT KIMEHU KOTOPOro Oblia
3alyIlleHa 3apakeHHasl IporpaMMa, a TaKKe MOBPEAMTh WM JJaXKe YHUUYTOXKUTH ONEPALMOHHYIO CHCTEMY CO
BcemH (paiiimamMu B iesioM. B OONBIIMHCTBE CiIy4aeB paclpoCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

Mertoabl 3a1UThI OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnonb3yld COBpEMEHHBIE ONEPAIMOHHBIE CHUCTEMbI, HMMEIOIINE CEPhE3HBIM YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX MPOrpaMM;



2. TlocrostHHO ycTaHaBnIMBail mayTH (LIUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKHU YCTAHABIMBAIOTCS C
HENbI0 JOpabOTKU MPOrpaMMBbl) U Apyrue OOHOBJICHUS CBOEH OMEpallMOHHON cucTembl. CKauMBail MX TOJBKO C
odurmansHoro caiita pazpadorunka OC. Ecnu cyIiecTByeT peXuM aBTOMATHYECKOTO OOHOBIICHHS, BKIIIOUH
ero;

3. Paboraii Ha cBOEM KOMIIBIOTCPEC IIOJ IIpaBaMHU II0JIB30BATCJIA, 4 HC aAMHUHUCTPATOPA. DTO0 HE II03BOJIUT
6OJ'ILI_HI/IHCTBy BPCOAOHOCHBIX ITPOTpaMM HMHCTAJIMPOBATHCA HAa TBOCM IICPCOHAJIBHOM KOMIIBXOTCPE,

4. Vcnonp3yd aHTUBHUPYCHBIC HPOrPaMMHBIC HPOAYKTHI HM3BECTHBIX HPOU3BOAMTENCH, C aBTOMATHUYCCKHM
oOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUN JOCTYH K KOMIBIOTEPY J1JIsl IOCTOPOHHHUX JIULL;

6. Mcnionb3yii BHEIIHUE HOCUTEIH MH(OpMAINK, Takue Kak (iemka, JUcK Wi ¢Gaill u3 nHTepHeTa, TOJIbKO U3
IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBaii KOMIbIOTEPHBIC (Paiiyibl, TOJYYCHHBIC U3 HEHAIC)KHBIX UCTOUYHUKOB. Jlaxke Te (haiiibl, KOTOphIE
Mpucian TBOM 3HaKOMBIN. Jlydille yTOUHU y HEro, OTIPABIISII JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - 3T0 He BUA Tepenadd JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIL OpeHn, mMapka. Eme B 1991 romy
HUJIEepIaHICKas KommaHus 3apeructpupoBana Opena "WECA", uto o6o3nauano crnoBocoderanue "Wireless
Fidelity", xotopslit nepeBoauTCs Kak "GecpoBOiHAs TOUHOCTD'.

Jlo Hamiero BpeMeHH Jdomnuia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW K€ TEeXHOJOrueil. ITo
abopesmuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHJApT BhICIIEH 3ByKOBO# TexHuku Hi-Fi,
YTO B MIEPEBOJIE O3HAYAET '"BBICOKAsi TOUHOCTH".

I[a, OccIIaTHBIN HUHTCPHECT-AOCTYII B Ka(be, OTCJX U a3pOoIopTax ABJIACTCA OTJIMYHOM BO3MOXKHOCTBIO BHIXOJa
B UHTCPHCT. Ho mHorue OKCIICPThI CYUTAIOT, YTO O6H_ICI[OCTy1'IHBI€ Wi-Fi ceTu He IBISI0TCST 0€30IIaCHBIMU.

CoBeTbl 10 0€301MacCHOCTH PAbOTHI B OOIIEAOCTYHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nunyto nHpopmManuio uepes3 oomenocrynasie Wi-Fi cetn. PaboTast B HuX, xenaTeabHO
HE BBOIUTH MMApPOJIU AOCTYIIA, IOTHUHBI U KaKUEC-TO HOMCEPA,

2. Hcnonb3yit 1 0OOHOBISAH aHTUBHPYCHBIE IpOrpaMMel U Opanamayep. TeM cambIM Thl 00e30macuilb ceds OT
3aKa4yKy BUPYyCa Ha TBOE yCTPOUCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otximroun ¢yaknuto "OO0mwmil foctyn K ¢daiinam u npuaTepam”. JlanHas GyHKIus
3aKphITa MO YMOJTYaHHUIO, OJHAKO HEKOTOPHIE MOJIh30BATENIM aKTUBHPYIOT €€ ISl yA00CTBa HCIONIb30BAHUS B
pabote unu yueoe;

4. He ucnonws3yir myOonuunbii WI-FI mis mepenaun TUYHBIX TaHHBIX, HAPUMEP IS BBIXOAA B COLMATILHBIC
CETH WJIH B DJIEKTPOHHYIO TIOUTY;

5. Ucnonp3yi Toabko 3amuiieHHoe coenunenue uepe3 HTTPS, a ue HTTP, 1.e. npu Habope Be6-agpeca BBOIU
umenHo "https://";

6. B mobOunpHOM Tenedone orkmoun QyHkmuro "Tlonkmrouenme k Wi-Fi aBromarudecku". He momyckai
aBTOMAaTHYECKOTO MOAKIIOUEHHUs ycTpoiicTBa Kk ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CoumnajbHble CeTH



COI_[I/IaJIBHBIG CCTU AKTHBHO BXOJAT B HaAlly XW3Hb, MHOTHC JIFOAU pa60Ta}0T " XXUBYT TaM IIOCTOSIHHO, a4 B
Facebook YiKC 3apCruCcTpupoBaH MUJUIHAPA YCJIOBCK, UTO ABJIACTCA O,[[HOﬁ CC,HBMOP'I BCEX JKUTEJICH MIaHETHI.
MHorue mojbp30BaTeln He IIOHHUMAKOT, 4TO I/IH(i)OpMaI_II/ISI, pasMCIICHHAad UMHU B COOUAIIBHBIX CCTAX, MOKET OBITh
Haﬁ[{eHa " UCII0JIb30BaHa K€M YyIrOoHO, B TOM YHUCJIC HC 00s13aTeNBHO C OJIaruMH HaMCpPCHUSIMMU.

OcHOBHBIE COBETHI IO OE30MACHOCTH B COLIMAIBHBIX CETAX:
1. Orpanuyb crucok Apy3ei. Y Tedst B Ipy3bsiX HE JOJDKHO ObITh CIy4YailHBIX U HE3HAKOMBIX JIHOJEH;

2. 3amumiail cBOIO YacTHYIO >KM3Hb. He ykasbiBail mapoim, TenedoHbl, aapeca, JaTy TBOETO POXKIACHUS U
JIPYTYIO JINYHYIO WHPOPMAIUIO. 3I0yMBIIUICHHUKA MOTYT HCIIOJIB30BaTh Jake HHPOPMAIMIO O TOM, KaK Thl H
TBOU POAUTEIIN INIAHUPYCTE ITPOBCCTHU KAHUKYJIBI;

3. 3ammiail cBOIO penyTaluio - ASp>KU ee B YMCTOTE W 3aaBail cebe BOIpOC: XOTed Obl Thl, YTOOBI Apyrue
[I0JIb30BATENM BUJIEIM, YTO Thl 3arpyskaemb? Ilogymail, mpexzae uyeM 4YTO-TO OIyOJMKOBaTh, HalMcaTh U
3arpy3HTh;

4. Ecnu TbI roBopuiib C JIFOAbMH, KOTOPBIX HC 3HACIIb, HC I/ICHOJIL3YI>'I CBOC PCAJIbHOC UM U APYT'YHO JIMYHYHO
I/IH(bOpMaHI/II/II nms, MECTO KUTCIILCTBA, MECTO yqeGH H IpOoYECe;

5. N36erait pasmemenus (ororpaduii B MaTEpHETE, TIIe THI M300pa)K€H HAa MECTHOCTH, IO KOTOPOM MOXKHO
OTIpeIeNIUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpanuu B COIUAIBHON CETH HEOOXOIMMO UCIOJIB30BATh CJIOKHBIC TIAPOJIH, COCTOAIINE U3 OYKB U
QP ¥ ¢ KOJINIECTBOM 3HAKOB HE MeHee §;

7. JAnst counanbHOM CETH, NOYTHl U JIPYTUX CAUTOB HEOOXOIMMO HUCIOJIb30BaTh pasHble mapoiu. Toraa eciau
TeOs B3JIOMAIOT, TO 3JIOYMBIIIUIEHHUKH T1OJTy4aT JOCTYT TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE JeHbI'H

ONEKTPOHHBIE JIEHbIH - 3TO O4YE€Hb YJIOOHBIM croco0 miaTexkel, 0OJHAKO CYIIECTBYIOT MOLIEHHHUKH, KOTOPbIE
XOTAT IIOJIYYUTh 3TH JECHBIU.

3JI€KTpOHHBIe JACHBI'M MOSABUJIMCH COBCEM HECAABHO U KMCHHO H3-3a 3TOI'O BO MHOTHUX I'OCyAapCTBax A0 CUX IIOp
HE IPOIHMCAaHO IIPO HUX B 3aKOHAX.

B Poccuu sxe oHU QYHKIIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, € X Pa3AelisiioT Ha HECKOJIBKO BHJIOB
- AHOHUMHBIC 1 HC aHOHUMHBIC. Paanua B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOprX pa3pemaeTCH HpOBOI[I/ITb
omepanuu 0e3 UACHTU(DUKAIMK TOJIH30BaTElNs, & B HCAHOHUMHBIX WACHTU(UKAIMS TOJIH30BATEINs SIBISECTCS
00s13aTEILHOM.

Takxe criemyer pa3nuyaTh OdJICKTPOHHBbIE (HUATHBIE JEHBI'W (PaBHBI TOCYJApCTBEHHBIM BAIIOTaM) H
AIIEKTPOHHBIE HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJapPCTBEHHBIM BAIIOTaM).

OcHoOBHBIE COBETHI 110 6€301acHOM paboTe C ITEKTPOHHBIMU JEHbIaMU:

1. IlpuBsbxu K cueTy MOOWIbHBIN TenedoH. DTo caMblil y100HBIN U OBICTPBIM CIOCOO BOCCTAHOBUTH JOCTYH K
cuety. [IpuBsi3aHHbIi TeaedOH MOMOXKET, ecau 3a0yAenib CBOM TUIATEKHBIA Mapoib WM 3aiiienib Ha CalT C
HE3HAKOMOT'0O YCTPOMCTBA;

2. Wcnone3y#t ogHOpa3oBeie mapoiu. [locrie mepexona Ha yCHIGHHYIO aBTOpH3anuio Tebe yxke He Oynaer
yIrpoaTh OMACHOCTh KPaXKU WJIM TMepexBaTta MIaTeKHOTo Mapois;



3. Beibepu cnoxublit napoins. IlpecTynmHukam OyaeT He MPOCTO yrajaTh CIOXKHBIN mapoib. HajgexxHslie nmaponiu
- 3TO MapOJH, KOTOPbIE COJIEpKaT He MEHee § 3HAKOB M BKIOYAIOT B ce0sl CTPOUHBIE U NPOIUCHBIE OYKBBHI,
(Pl 1 HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK Joiiapa, pyHTa, BOCKIMLIATENbHBINA 3HAK U T.1. Hampuwmep,
$tROng!;;

4. He BBOIM CBOM JIMYHBIC JAaHHBIE HAa cCalfTaX, KOTOPBIM HE JOBEPSEIIIb.
DJIeKTPOHHAS MOYTA

OJNIeKTpOHHAsI TOYTa - 3TO TEXHOJOTHS W TPEAOCTaBIsIEMble €I YCIYyI'M IO TMEPeChUIKE U MOIYYEHHUIO
AJIGKTPOHHBIX COOOIIEHUH, KOTOpBIC PACHPEICSISIFOTCS B KOMIBIOTEPHOW ceTH. OOBIYHO 3JICKTPOHHBIN
MOYTOBBIN SIIMK BBITJISIAT CICTYIONUM 00pa3oM: UMsI_TOJIb30BaTEIA(@HUMS_JTIoMeHa. Takke Kpome repeaadn
MIPOCTOTO TEKCTa, UMEETCS BOBMOKHOCTh TIepeaBaTh (Pailiibl.

OcCHOBHBIE COBETHI 10 6€301aCHOM PaboTe C AIMEKTPOHHON MTOUTOM:

1. Hajo BbIOpaTh MpaBUIIbHBIN MOYTOBBINM cepBUC. B nHTEpHETE €CTh OrpOMHBINM BHIOOP OECIIIaTHBIX MOYTOBBIX
CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOTO 3HACIIb U KTO MEPBbIA B PEUTHHTE;

2. He yka3piBall B JMYHOM moure JWYHYy0 UHpopmanuio. Hampumep, sydmie — BbIOpaTh
"My3bIKaNIbHBIN (aHaTt@" wim "pok2013" Bmecto "Temal3";

3. Ucnonp3yit AByXATANHYIO aBTOPU3ALIMIO. JTO KOTIa TOMUMO MapoJis HY>KHO BBOJUTH KO/, MPUCHLIAEMBIH 110
SMS;

4. Beibepu cnoKHBIM naposib. [ Kaxka0ro MoYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HA/IeKHBIN, YCTOWYUBBINA K
B3JIOMY I1apOJib;

5. Ecii ecTh BO3MOKHOCTh HAITHCATh caMOMy CBOM JIMYHBIN BOIIPOC, HCHOHBSYﬁ 9Ty BO3MOKHOCTbD,

6. Mcnonbp3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBblid ISl YaCTHOM MEPENUCKU C agpecaTaMH, KOTOPBIM Thl
JIOBEpSIEIIh. ITO SJEKTPOHHBINA apec HE HAJI0 UCIIOJIb30BATh TP PETUCTPAIMK Ha PopyMax U CalTax;

7. He oTkpbIBail ¢aifiel U Apyrre BIOKEHUS B MHChMax, Ja)Ke €CIIM OHW NPUILIN OT TBOWX Jpy3ei. Jlyudrre
YTOYHHU Y HUX, OTHPABIIUIN JIX OHU TeOe 3TH (ailibr,

8. ITocne okoH4YaHMsI pabOTHI Ha IOYTOBOM CEpPBUCE MEPE]] 3aKPHITHEM BKJIAJIKH C CAUTOM HE 3a0yab HAXKATh HA
"Bpriitu'".

KubepOy/uIMHT WM BUPTYaJibHOE H3/1€BATEJILCTBO

KubepOyJmuHT - mpeciieioBaHHe COOOMICHUSMH, COJEP)KAIllMMH OCKOPOJICHUSI, arpeccHio, 3allyTHBaHUEC;
XYJIMTAaHCTBO; COIMATIbHOE OOMKOTUPOBAHHE C TIOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITUHIOM:

1. He O6pocaiicst B 60ii. Jlyummuii coco6: mocoBeToBaThesl Kak ceOsi BECTH U, €CIIM HEeT TOro, K KOMY MOXHO
00OpaTHTBCS, TO BHAYajJe YCIIOKOWUTHhCA. ECIM Thl Ha4yHEIIb OTBEYAaTh OCKOPOJCHUSMH Ha OCKOPOJICHHS, TO
TOJIBKO e11le 00JIbIe Pa30KKeNb KOHDIIHKT;

2. Yrpasnsii cBoel KubeppemnyTaimei;
3. AHOHUMHOCTE B CETH MHUMaAsI. CymeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOMT 3@ aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUH 00pa3 BUPTyasbHOW kH3HH. VIHTepHEeT (uKcupyeT Bce TBOM ICHCTBUS U
COXpaHseT uX. Y IaIuTh UX OyAeT KpaiiHe 3aTpyTHUTEIHHO;



5. CoGmosait cBOIO BUPTYaJIBHYIO YECTh CMOJIOJNY;

6. Urnopupyi#t enuHuuHbI HeraTuB. OJHOpPA30BbIE OCKOPOHWTENBHBIE COOOIICHHUS JIydIlle HTHOPHUPOBATH.
OOBIYHO arpeccus MpeKpaniaeTcs Ha HauaabHOW CTaIuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMH COOOIIECHUSIMHU, B COIMAJIBHBIX CETAX €CTh
BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIICHUH C ONpEAETICHHBIX a/IpECOB;

8. Eciu ThI cBuzerens kubepOymuHra. TBOM NeHCTBUA: BBICTYNHUTH NPOTHUB IpECIeoBaTeNs, 0Ka3aTh eMy,
YToO €ro I[eﬁCTBI/Iﬂ OLICHUBAIOTCA HETaTUBHO, MMOAACPKATE KEPTBY, KOTOpOI\/JI HY>XHa IICUXOJOIrn4eCKas rnomMouib,
COOOIIUTH B3POCIBIM O (haKTE arpeCCUBHOTO MOBEICHUS B CETH.

MoOunbHbIi TesiegoH

CoBpemeHHble cMapT(OHBI M IUIAHIIETH COJAEP)KaT B ceOe BIOJHE B3pPOCIbIM (YHKIMOHAN, M TeHepb OHU
MOTYT KOHKYpHUPOBAaTh CO CTAIlHOHAPHBIMU KoMIbioTepamMu. OIHAKO, CPEICTB 3aIIMUTHI ISl MOJO0OHBIX
YCTPOMCTB MOKa oueHb Maso. TecTupoBaHue U MOUCK YSA3BUMOCTEH B HUX MIPOUCXOAUT HE TaK MHTEHCHUBHO, KaK
st 1K, To ke camoe kacaeTcsi 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpeMeHHble MOOMIIbHBIE Opay3ephl yKe NMPaKTUYECKH JOTHAJIN HACTOJIbHBIE aHAJIOTH, OJJHAKO pacIIMpeHue
(byHKLMOHAA BIeYeT 3a cO00M OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

I[EUICKO HC BCC IMPOU3BOAUTCIIN BBIITYCKAIOT OGHOBJICHI/ISI, 3aKPBIBAIOIINEC KPUTUUCCKUEC YA3BUMOCTU IJIA CBOUX
YCTPOWCTB.

OCHOBHBIE COBETHI JJI 0€30IMaCHOCTH MOOHILHOTO TeJ'Ie(I)OHaI

Huuero He saBmsercs MO-HACTOAIIEMY OeCIUTaTHBIM. By,[[]: OCTOPOIKECH, BCAb KOTOa TeOe npeajararoTt
OecIuTaTHBIN KOHTCHT, B HCM MOI'YT OBITE CKPBITBbI KAKHC-TO IIJIATHBIC YCIIYI'U;

Hywmaii, nmpex e uem otnpaBuTh SMS, Gorto wim Bugeo. Tl TOUHO 3HACIIB, T/I€ OHU OYIyT B KOHEYHOM UTOTE?
Heo6xonnmo 0OHOBISATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBI /17151 MOOUJIBHBIX TEJIE(POHOB;

He 3arpy>1<a171 MNPUITOKECHUA OT HCU3BCCTHOIO HCTOYHHWKA, BCAb OHH MOTYT COACPKATH BPCIOHOCHOC
MMporpaMMHOC 06ecnequHe;

[Tocre Toro Kak ThI BEIMJCHIL C CaifTa, re BBOAWI JIMYHYIO MH(POPMAIUIO, 3aiI1 B HACTPOHKU Opay3epa u
yaamu cookies;

ITeproanuecku MpoBepsii, KaKue IUIaTHBIE YCIIyTH aKTHBUPOBAaHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMep MOOMIIBHOTO Tesie(hOHA TOIBKO JHO/IIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSEIlIb;
Bluetooth nomken ObITh BBIKIIFOUEH, KOT/Ia Thl UM HE NOJb3yelibesa. He 3a0bIBaii nHOT A MPOBEPATH ITO.
Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - ATO KPACOUHBIE, 3aXBAThIBAIOIME PA3BICUYEHUs, OObEAUHSIONINE COTHU ThICAY
YeJIOBEeK MO BceMy MHpy. Wrpoku HMccienyroT JaHHBIM UM MHUp, OOIIAIOTCS JIPYr C JPYrOM, BBITOJHSIOT
3aJ]aHusl, CPaKalOTCA C MOHCTpPaMU M IOJY4arOT OMNBIT. 3a YAOBOJBCTBHE OHHU IIIATAT: IOKYHAKOT JHUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM PUOOPETAIOT KaKUe-TO OTIINY.



Bce »Tm cpeacTtBa uAyT Ha TOJJAEpKAaHHME M pPa3BUTUE UIPHl, a Takke Ha caMmy O€30MacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBBIE AaTYM (LIU(PPOBBIE 3AIUIATKHU 7S IPOrpaMMm),
3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B l'IOI[06HBIX Urpax CTOHUT OIacaTbCsa HE CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KpPaXW TBOCTO IIapOJId, HaA
KOTOpPOM OCHOBaHa CUCTEMaA aBTOPU3AIIUU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:
1. Ecnu apyroit urpok BeneT ce0s MI0X0 WK CO3JaeT Tede HEPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. HOH(&HYﬁCﬁ AIMUHUCTPATOPaM HI'PBI HA IINIOXOC IMMOBCACHUC 3TOI'0 UI'POKA, KCJIATCIIBHO NPUIIOKUTL KaKHC-
TO OOKA3aTCJIbCTBA B BUAC CKPUHOB,

3. He yka3biBaii inunyto nHdopmaiuio B mpodaise urpsl;
4. YBaxail IpyTrux y4aCTHHUKOB IO UTPE;

5. He ycranaBnuBaii HeopUIIMAIBLHBIEC TATYH U MOJIBI;

6. Vcnionb3yi ClOXKHBIE U pa3HbIE MAPOJIH;

7. Haxe BO BpeMs WIpbl HE CTOWUT OTKIIOYaTh aHTHBUpPYC. [loka TBI Wrpaemb, TBOM KOMIBIOTEP MOIYT
3apa3uTh.

@OUIIUHT WIN Kpaka JIUIHbIX JaHHBbIX

OObIUHOM Kpaked JeHer W JOKYMEHTOB CEroJHS yXX€ HUKOTO HE YyJIUBHILb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3/I0YMBILIICHHUKH NIEPEMECTUIINCH B UHTEPHET, U MPOAOJIKAIOT 3aHUMAThCS "IMIOOUMBIM" JIETIOM.

Tak mosiBUIIach HOBasl yrpo3a: MHTEPHET-MOUIEHHHYECTBA WM (DUIIMHT, TNIaBHAs 1I€Jb KOTOPOTO COCTOUT B
NOJTyYeHUH KOH(HICHIMAIBHBIX NaHHBIX IIOJIb30BAaTENed - JIOTMHOB W mapojeidl. Ha anrimiickom s3bike
phishing untaercs xak ¢uwmuHr (ot fishing - peibHas o, password - mapoib).

OcHoBHBIE COBETHI 110 OOPHOE C PUIIMHIOM:

1. Cnenm 3a cBOMM akkayHTOM. Ecim ThI mojo3peBaeib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO HEOOXOIMMO
3a0JIOKMPOBATh €€ U COOOLIUTH aIMUHUCTPATOPAM pecypca 00 ITOM Kak MOKHO CKOPEe;

2. Ucnone3yii 6e3o0macHbie BeO-CATHI, B TOM YHCJIe, HHTEPHET-MAra3uHOB U IOUCKOBBIX CHUCTEM;

3. Wcrnonp3yil CIOKHBIE M pa3Hble Mapoiu. TakuMm o0pa3om, eciau TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH
MOJTy4YaT AOCTYI TOJBKO K OJIHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecm Te0st B3moMaiu, ToO He0OXO0AMMO TPEIYyIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE 100aBJICHBI y TeOs B
JIPY3bsiX, O TOM, YTO T€OS B3JIOMald U, BO3MOKHO, OT TBOETO MMEHHU OYyJEeT pacchlUIaThCs CIaM M CChUIKH Ha
(UIIMHTOBBIE CANTBHI;

5. Ycranosu HanexHbIi naposb (PIN) Ha MoOMITBHBIN TenedoH;
6. OTKIIIOYM COXpaHEeHHe Mmaposisd B Opaysepe;

7. He oTkpbiBail (haiiipl U qpyrue BIOKEHUS B MHCbMax, Ja)Ke €CJIM OHU MPHIIUIH OT TBOMX Apy3ei. Jlydie
YTOYHH Y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailibl.

Hudposas penyraunus



[TudpoBas penyranus - 3TO HEraTUBHAS WJIM NMO3UTHBHas MH(opMaius B cetu o Tebe. Kommnpomerupyromas
uHpOpMaLus, pa3MEIIeHHAs B UHTEPHETE, MOXKET CEphe3HbIM 00pa30M OTPa3UThCA HAa TBOCH peaibHON KHU3HH.
"Lludposas permyranus" - 3TO TBOM UMUK, KOTOPBIK (opMupyeTcs U3 HH(OpMAIK O TeOe B UHTEPHETE.

TBoe MecToO KHUTCIIBCTBA, y‘{e6H, TBOC (bHHaHCOBOC IIOJIOKCHHUEC, 0COOEHHOCTH XapaKTepa U pacCKasbl O
OJIM3KHUX - BCE ATO HAKAILUIMBACTCS B CETH.

MHorre MOAPOCTKH JIETKOMBICIICGHHO OTHOCATCS K MyOnukamuu JaudHoW wuHpopmanuu B WHTEpHeTe, HE
IIOHUMas BO3MOXKHBIX MocsiecTBUM. Thl 1ake HE CMOJKeEIlb JJoraaTbes O TOM, 4TO GoTorpadusi, pa3MeleHHast
5 ner Hazaj, cTaja MPUYMHOMN OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienue TBoux (ororpaduil u napyrue AeMcTBUS MOTYT HE MCUE3HYTh JaXke IOCie TOro,
KaK ThI UX YAaJHIIb. Thl HE 3HACIIb, KTO COXPAHHI ATy HH(OPMAIHIO, ITOTIajia JIM OHA B IIOMCKOBBIE CUCTEMBI U
COXpaHWJIACch JIM OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKpY’KaIOLIMe JIIOJIU, KOTOPbIE HAIAYT U YBUAAT 3TO.
Haiitn nH(pOpMaIio MHOTO JIET CITyCTS CMOXeET JIF000# - Kak U3 JOOpBIX MOOYKACHUH, TaK U C HAMEPEHUEM
NPUYUHUTH Bpel. ITO MOKET OBbITh KTO YTOJHO.

OcHOBHBIE COBETHI 1O 3aIIUTE [U(PPOBOI pemyTanuu:
1. Ilogymaii, mpex e 4eM 4To-To MmyOIMKOBaTh U NepeaBarh y ceds B 6J0re MM B COLIMANBHOM CeTH;

2. B nactpoiikax npoduis ycTaHOBU OTpaHHUYEHUS] HAa IPOCMOTP TBOETO MPOQPMIIL U €r0 COAEP)KUMOT0, caenai
€ro TOJbKO "1is Apy3en";

3. He pa3memait u He yka3bIBail HHPOPMAIIHIO, KOTOPAst MOXKET KOTO-JIM00 OCKOPOJISATH UM OOMKATh.
ABTOpPCKOE NPaBo

COBpeMeHHBIe IIIKOJIbPHUKHN - AKTHBHBIC II0JIb30BATCIIN I.[H(prBOl"O IMPOCTPAHCTBA. O,Z[HaKO JaJICKO HE BCC
3HAKOT, 4YTO IIOJb30BaHHC MHOI'MMH BO3MOXHOCTAMU I_[I/I(I)pOBOFO MHpa Tpe6yeT CO6J'IIOI[CHI/I$I IpaB Ha
HHTCIIICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "MHTENIEKTyanbHas COOCTBEHHOCTh" OTHOCHTCS K DPAa3JIMYHBIM TBOPEHHSM 4YEJIOBEYECKOro yMa,
HauMHasg C HOBBIX M300pETEHM M 3HAKOB, 00O3HAYAIOMIMX COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, H
3aKaH4YMBasg KHUTaMH, poTorpadusimMu, KHHOPUIbMaMU U My3bIKaJIbHBIMU TIPOU3BEIECHUSIMU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEJUICKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS HAYKH, JTUTEPATYPHl U
UCKycCTBa. ABTOPCKHME IpaBa BBICTYNAIOT B KaueCTBE TapaHTUU TOTO, YTO HHTEJUIEKTYaJbHbII/TBOpUYECKUIT
TPy aBTOpa HE OYJEeT HalpacHbIM, JACT €My CIIpaBeAJIMBbIE BO3MOKHOCTH 3apaboTaTh HA pe3yJibTaTaX CBOErO
TPyAa, NOJXY4YUTh U3BECTHOCTh U Ipu3HaHue. Hukro 6e3 paspelieHust aBTopa HE MOXKET BOCIHPOM3BOJIUTH €ro
IIPOU3BENICHUE, PACIPOCTPAHsTh, IyOJIUYHO JIEMOHCTPUPOBATh, NIpOAaBaTb, HMIIOPTUPOBATh, IIyCKaTh B
IPOKAaT, yOIUYHO MCIIONHATD, IOKa3bIBaTh/UCIIONIHATE B 3hupe niu pasmemars B lHTepHeTe.

Hcnonb3oBanue "MupaTcKoro” MporpaMMHOTO OOECIICYEeHUs] MOXKET MPUBECTH K MHOTMM PHCKaM: OT HOTEpU
JAHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBA, I/Ie€ YCTAHOBJIEHA HEJerajabHasl mporpamma.
He crout taxke 3a0bIBaTh, YTO CYIIECTBYIOT JE€TaldbHblE U OECIUIaTHBIE MPOTPaMMbl, KOTOPbIE MOKHO HalTH B
CETH.

O nmoprauie

CeteBuuOK.pd - TBOH IJIaBHBII COBETUUK B CETH. 31€Ch Thl MOKEIlIb Y3HATh O O€30MaCHOCTU B CETH MOHATHBIM
U JIOCTYIIHBIM SI3bIKOM, @ IPU BO3HUKHOBEHHUM KPUTHUYECKOW CHUTYyallud OOpaTUTBCS 3a COBETOM. A Takxe
NPUHATH Y4aCTHE B KOHKYpCax M CTaTh CaMbIM IIU(PPOBBIM IPakAaHUHOM !



